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Outline

* Introduction of Digital Twins

* Problems, Existing Works, and Challenges
— Digital Twin Synchronization

— Digital Twin Interoperation

My PhD Research

* Research Contributions
— PolyVerse: An Edge-based Digital Twin Platform with Physical-to-Virtual Projection

— ChainTwin: Trustworthy Digital Twin Synchronization
— MAP: Efficient and Scalable Blockchain-based Digital Twin Interoperation
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Digital Twin is Promising

e Simulation is important for industrial applications
- Static and offline features lead to low-accuracy (fidelity) modeling

* Digital Twin (DT): connected system that maps physical objects into virtual
replicas (twins) by real-time data and advanced modeling methods

- Promising interdisciplinary research directions between CS and Engineering
- Healthcare, education, computing systems, finance

l Data Collection

. (P2V) Synchronization A
V2V) Interoperation Digital twin

Physical twin <-

- 3. (V2P) Modeling _
l Objects @ Representative models
<‘ Processes Data management

OO Systems @ ¥« Data analytics
Physical WOrId VirtualPlatform
Information & Decisions

Traditional Simulator Digital Twin Workflow

Mihai S, Yagoob M, Hung D V, et al. Digital twins: A survey on enabling technologies, challenges, trends and future prospects[J]. IEEE Communications Surveys & Tutorials, 2022, 24(4): 2255-2291.
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Research Gaps and Problems in Digital Twin

* Three processes of digital twins: (P2V)synchronization, (V2V)interoperation, and
(V2P)modeling

* Most of existing works: find accurate algorithm-level modeling methods
- Reinforcement learning, LLM, game theory, etc

* Asignificant and fundamental system-level problem is unsolved: DT consistency
- The state of twins should be updated strictly according to its physical objects
- Cross-platform processes: synchronization and interoperation are vulnerable to inconsistency
- Affect the overall accuracy

Deep learning for hybrid 5G services in mobile edge computing systems: Learn
Mobility-Aware Service Provis  from a digital twin
Replica Placements R Dong, C She, W Hardjawana, Y Li... - IEEE Transactions on ..., 2019 - ieeexplore.ieee.org
... adigital twin of the real network environment. As shown in [14], a digital twin is a virtual digital
... With the help of a digital twin, we can compute the energy consumption, delay, and packet ...
|IEEE Transactions on Mobile Computl ¢ 1277 99 3|8 #3IERE: 328 #EXXE Fif 6 MRA

Semantic P
Raw Data Information S

. 5 —ometn , N
8 %

Yuncan Zhang; Weifa Liang; Zichuan :

Year: 2024 | Volume: 23, Issue: 12 | : : Pr in - :
ear olume: 23, lssue R . o Physical Objects Sensors izl Digital Twins
Cited by: Papers (14) Digital twin-aided intelligent offloading with edge selection in mobile edge S
computing erver
v Abstract HTML E © T Do-Duy, D Van Huynh, OA Dobre... - IEEE Wireless ..., 2022 - ieeexplore.ieee.org
... study a mobile edge computing (MEC) architecture with the assistance of digital twin (DT) ... . . ..
-ofThings (loT) devices intelligently offload computing tasks to multiple MEC servers to reduce ... DeVICe fallu res Mal ICIous Servers
Semi-Distributed Network Fau Yo R7F U9 3| WEIERE: 153 AEEXE B 7 MRE
in Highly Dynamic Heterogene o , , P
) N o Adaptive digital twin for vehicular edge computing and networks
Fengxiao Tang; Llnfeng Luo; Zhigi Guc Y Dai, Y Zhang - Journal of Communications and Information ..., 2022 - ieeexplore.ieee.org Inaccurate Tamperd Semantic
IEEE Transactions on Mobile Computi ... To elaborate the integration of digital twin and VEC, we consider a digital twin empowered .
VEC offloading problem which aims to minimize the total time consumption of all vehicles. In ... Raw Data Information
Yo R7F YU 3IA WSIARE: 138 BEXE FE 2 THRAE False

Digital Twins

Search results of digital twin in Google Scholar
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Existing Works: Digital Twin Synchronization

* Definition: update the states of physical objects to digital twins (sensors, database,

etc) in real-time Limitation: Assume the sensors are honest
- Checkpoint-triggered Problem: How to sync. DT in adversarial

. _ o _ environment (e.g., sensor spoofing, failures)?
> Update the digital twin periodically (time/event) EeT PN

— Rule-based 1. Limited observation ability (virtual

: g platforms)
» Check if the updates follow pre-defined rules 2. Heterogeneity (sensors and data
- Data-driven processing method)

» Adaptively detect anomaly from historical records using data-driven methods

| tZ t,)=10,0 Arrives from plant No
| t1 4 Q( 4) [ ’ ] or engineer > Plant’s event? (user’s intervention, AE)
Timed event Jes (RE) Update state class
(@,27) Check consistency graph (SCG)
Z - inputs: timed event, s 4
/ \ . ! ! inputs: timed event,
type observed time lg virtual estimates (VEs) ™ TCPN, previous SCG

! [ Virtual estimates ]~ Yes|_ output: next SCG
l Type| Observable Ti W ¥
ti ETgandty tz €Ty | ty,ty ts € Ty andty € Ty, e

@ | [20,25],[28-33], ... | No | Update VEs
: ,24],[26-28], ... art diagnosis - input: next
(a) (b) © | [22,24],[26-28] Start diag input: SCG
Checkpoint-triggered Rule-based Data-driven

Alcaraz C, Lopez J. Digital twin: A comprehensive survey of security threats[J]. IEEE Communications Surveys & Tutorials, 2022, 24(3): 1475-1503.
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Existing Works: Digital Twin Interoperation

* Definition: untrusted digital twin systems operate DT from each other
(compose, retrieval, sharing, tracing, etc)

B Standard_lzatlon o Limitation: Require trust and costly
> Pre-defined software, data format, communication protQEe g N M a [ R R =1L ML TS Ao

-~ Transformation-based heterogenous systems without
_ _ _ _ centralized trust?
» Translating diverse files/models using rules/Al models Challenges:

» E.g., Asset Administration Shell (AAS) to Digital Twins [ 2 ii[dl=TiTeA (o] oT-Ig=11{e]s Rofe 11 4]
2. Scalability (system integration cost)

Digital Twin Network

Level 6
Conceptual Interoperability

Level 5
Dynamic Interoperability

Level 4
Pragmatic Interoperability

! TL1,AAS TLi,AAS TLnAAS
Language 1 (L4) Language ; (L;) Language , (Ln) TAAS,L1 TAAS,Li TAAS,Ln
User entity i

I l'.
Level 3 e Sy %
Operat d io Resource access
Level 2 managemen t d servi and interchange HOT

Syntactic Interoperability

Level 1
Technical Interoperability

uonesadoseyul Joy Ayijiqeden 6umonu>
2
!
2
:

Level O

Semantic Interoperability ‘
No Interoperability ’

I
Observable manufacturing elements

g Standardization Transformation

Klar R, Arvidsson N, Angelakis V. Digital twins' maturity: The need for interoperability[J]. IEEE Systems Journal, 2023, 18(1): 713-724..

‘——’ o -
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My PhD Research

* Research objectives

— System and protocols ensure the consistency of digital synchronization and interoperation
while preserving scalability and efficiency

— Consistency be verified by stakeholders without centralized trust

Digital Twins

Virtual Platform Layer

Trustworthy and
Insteroperable
Digital Twins

Digital Twin Layer Digital Twin Interoperation
[ Trading ] [ Sharing ] [ Tracing ]

Digital Twins '/ Digital Twin Synchonization - \ ConS|stency

[Data Collection & Processing][ Communication [ Verification ]

- J

Massive Objects in

T @ ‘@ ® E N Adversarial Environment
— 1 Videotstream t i Location Data t Sensing Data t ;
.,\ at Optimization P o (((. R0
- Feedbacks 0 /; oy Y 7} ,:

DeDTN Cluster #1 DeDTN Cluster #2 ‘ DeDTN Cluster #3
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Research Framework

* (Consistent physical-to-virtual mapping in digital twins
— An Edge Al based physical-to-virtual DT projection system provides basic framework and functional support
— Trustworthy DT synchronization (P2V)
— Efficient and scalable DT interoperation (V2V)
- Real-world prototypes to evaluate and test functionalities

| [ Insecure Poor-experience | | High Latency k Secure Immersive Real-time |
| Sharing & Remote Traffic < Sharing & Metaverse Traffic
Trading Education Prediction Trading Campus Prediction
ZH\_[
ﬁ ﬁ ﬁ Trustworthy DT | | Efficient and Scalable LokEnization Sharing
________________ Synchonization DT Interoperation P RN
I

V4 \
I \ - . \I
( — ..

: PhySiCaI Assets Database Cvot DIgItaI.ASSEt;T ' :
! (Balance, properties, equipment, etc) T : \ (Cyptocurrencies, s, etc) I
1 \

l : Real-time States & States J > X
- i ‘ : Digital Twins :
! Physical Objects Sensing | _ " |
.‘ k(VehicIes, St G TR etc)[ e J* . (Avatars, 3D models, etc) | ,,

‘ \

\ \ ’. 5  —— ey NI e
S e Edge Al-based Physical-to-Virtual A\
. __ Projection System e

Yinfeng Cao, Jiannong Cao, Baoxia Du, and Ruidong Li(2025). "Decentralized Digital Twin Network". IEEE Communications Magazine.
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Outline

* Introduction of Digital Twins

* Existing works for Digital Twins
— Digital Twin Synchronization

— Digital Twin Interoperation

My PhD Research

* Research Contributions
— PolyVerse: An Edge-based Digital Twin Platform with Physical-to-Virtual Projection

— ChainTwin: Trustworthy Digital Twin Synchronization
— MAP: Efficient and Scalable Blockchain-based Digital Twin Interoperation

 Summary and Future Directions
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PolyVerse: Motivation

* Digital twin system requires sensing and data processing capabilities for physical objects

— Existing systems (such as Nvidia Omniverse, Ansys) are based on centralized cloud platform for
simulation cooperation

— Only support manual uploads digital twin data with high latency and labor work.
* Timeliness and scalability are important
— Physical objects / assets can be massive and distributed (such as pedestrians)

An end-to-end physical-to-virtual digital
twin projection system are still missing

Centralized DT

L 10 :
=l o) T n -
[ o
Nvidia Omniverse Cloud-based Architecture
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PolyVerse System Design

* New system architecture enabling real-
time and scalable physical-to-virtual
projection
— Real-time Edge Al projection system

> Senses and extracts physical states of
objects with on-device processing

— Digital Twin Semantic communication
» Transmits state data to virtual platform
— Blockchain network e

g .

' etc ; : | |

. < ;Ll > (=) E (It.)cations, |

> Synchronizes and stores the states “ T, D T atbutes, ot s \ | T |
a E H — %’ i .‘ - _Edge Device |

Metaverse Scene Physical World Scene (Live camera stream.
with Real-time and Consistent Physical World Information Pedestrians are hidden due to privacy concerns)

Physical-to-Virtual
Projection (P2V)

State Transactions

N
L §

Virtual States | [\
(avatars, scenes,,

o Q —|
| n |
: Vldeostream i'\ Video Stream |
'

between physical and virtual

state  state  state Edge Device :
Offloaded Tasks Offloaded Tasks Offloaded Tasks ,
Edge Device '

'
'
Metaverse State Tre: (MST) Q

State Management System } E

Metaverse Users .
(MUs) [[

( Edge Al Projection System }

'
State Update ] [ State Verlfy ] = [ Data Collectlon ] [ Task Schenduling ] [ Model Inference ]

Metaverse Service Providers Physical World

(MSPs) (pedestrians, buildings, etc)
Yinfeng Cao, Jiannong Cao, Zeyang Cui, Dongbin Bai, Mingjin Zhang, Long Wen. (2024). "PolyTwin:Edge Blockchain-empowered

Trustworthy Digital Twin Network for Metaverse". The 2nd Annual IEEE International Conference on Metaverse Computing, H

Networking, and Applications (IEEE MetaCom 2024) P0|yverse SyStem arCh'tGCtu re
Yinfeng Cao, Jiannong Cao, Dongbin Bai, Zhiyuan Hu, Kaile Wang, Mingjin Zhang (2023). PolyVerse: An Edge Computing-Empowered

Metaverse with Physical-to-Virtual Projection. IEEE International Conference on Intelligent Metaverse Technologies and Applications

(iIMETA2023), 18-20 September 2023, Tartu, Estonia. Best Paper Award Nomination
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Real-time Edge Al Projection System

« Using Edge Al to infer the physical states (e.g., pedestrian locations) and attributes (e.g.,

appearances) in real-time
— Tasks and raw data are processed on edge devices without uploading to cloud servers to reduce latency

* Edge devices collaboratively execute tasks to further minimize the latency

Algorithm 1: PolyVerse Joint Stream and Task

— A task offloading algorithm considering dynamic workloads Scctiing Hearv, (PolyHourti

Input: Video stream V', computation capacity
{P5;}, and available resource {R),,;,}}L,

Output: Video and task allocation policy x4, and yix
1 Create stream priority I in descending workload;

-~ RO 2fort<« 1t Ido// Stage 1
N 3 for each device i < 1 to M do
Y B J det
\ 0 Q v 4 i R0 > Bircg then -
5 | Caleulate t¢ye. = Tir + 53
6 end
Camera Camera 2 | end
Video Stream ice i* wi < H i
Video Stream e v 8 Si!ect deylce i with the shortest execution time
M M k M k it = mini{thaec:
T 9 xi= k< 1, update Ry, ., for device i*;

Z T
| Lk: xk'Tk+ E :L‘k._d_*_ E k._'r 10 end
(3 (2 2 PS y] st 1nfort« 1t Ido// Stage 2

| | | / —1 —1 1 —1 ] 12 | for each device i <1 to M do
Wy - = = J= 13 if R7, > RT¢9 then
\ H | Edge Device avad < ko1,
A M M Dk 14 ‘ Calculate ty,,. = @ - T]’ + P%J;i;
Edge Device | / d,r . . 15 end
+ E E x'ik . y]k . .0‘(2 _.7) 16 end _

<—— > | Edge Device |[<— e i wi on 6
Offloaded Tasks Offloaded Tasks Offloaded Tasks R’L ] 1 Select device i* with the shortest execution time

it = mini{fj }

- ,i= 1 y — 1 exec)S>
Edge Device J 18 | Add i to candidate list Myepioyed:
19 if Vet # 0 then
Edge Al Projection System 20 ‘ Schedule remaining streams by solving Eq. 8;
T t F t. o 21 end .
[ Data Collection ] [ Task Schenduling ] [ Model Inference ] arge unctuon (m|n -) 2 Rt 1, update Ry, for device i*;
23 en
24 return g, Yir

________________________________________________

System Overview Task-Scheduling Algorithm

Slide 12
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Semantic Communication Scheme for Digital Twin ¢

* A digital twin communication scheme that only transmits extracted state and attributes to
virtual platform
— Raw data size in GB-level (such as raw video), while the semantic information only size in KB-level
— Reduce latency and bandwidth requirements in practical loT/Edge environmen?atform o)

Virtual Environment (Nvidia Omniverse P

Real-Time .
Video Streams |

3D Construction

N

: |

I ‘*‘ > Semantic Information I Semantic IS { Match the v = 8
!  © B SYN, 'Semantic Identification": 'black-car | Communication!ey/? 3D model @ M
i

|

'‘Semantic Identification": "black-car

3139, 682.4,536.2, 811.5
YOLOVI1in

1227.3,516.8, 1284.6, I
554.2 |

e —  — — — s —

\ “White-suv’
Detector '‘Semantic Identification”: "white-suv’ ( ))) I LOC&thl’l > Obtam 3D

| 1T | - . o ..
825.5,5649,9338,6322| | | é ‘ Mapping Model Position
g ! Base Station
N o N _

Digital Twin Semantic Communication
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Digital Twin Chain

* Provide the consistency of generated digital twins from

edge devices A eaag
E State Transactions § ’ !
- Each edge device acts as a blockchain node a i S

Virtual States :

Blockchaln
— Upload and synchronize states within the blockchain network “. ‘a“ajta’iiffe"[es‘ § =
— (Remaining issues?)

| ) ) () [ \’
 Merkle State Tree a (s s o) N

State Management System } E

Metaverse Users : [[

— Arevised Merkle tree for accumulating states into one (Mus)
value to reduce the number of state transactions

State Update ][ State Verify ] )

— Leaf nodes (contain states) are indexed according to
scenes to improve search efficiency

[ind3$i+1 ||D||(poit1, voi+1, auz)| |F1m)} index; || D||(po; , vo;, aux)|| Fieas
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PolyVerse Prototype

* Edge devices
— Jetson AGX 16GB
— Logitech G920 Webcam/Hikvision Webcam
— Equipped with YOLO-based CV models
— Customized drones
 Virtual platforms
— RTX 3080Ti server rendering

— Microsoft Minecraft
— Nvidia Omniverse

e Scenarios
— Pedestrian
— Vehicle traffic =

Campus of The HK PolyU Virtual World of PolyCampus
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Id:570
[male', ‘teenager’, ‘short hair', No',
Id:570
[male', ‘teenager', 'short hair, No',

» Id:676

[female, ‘teenager’, 'short hair', No|

Id:678
[‘female, 'teenager', 'long hair', o',

PolyVerse Prototype

' short sleeve shirt, long pants, dark shoes

' short sleeve shirt, 10ng pants, dark shoes’

' short sleeve shirt, long pants, dark shoes']

' short sleeve shirt, long pants, dark shoes'

' short sleeve shirt, black long pants, dark shoes’]

Semantic Information
black-car’
YOLOVl1lin :
ass né black-car
Detector e

hite-s|

Wireless

| Communication |

Virtual World

Match the
3D model

Location Obtain 3D
Model Position
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Performance Evaluation

 Metrics

— Latency of different 10"
phases

Model Inference Time (Detection)
Communication Time
Rendering Time

210’ 9 '/ Centralized DTN
— Data upload volume g —— Centralied DTN -
% 10" - —— DeDTN § 60 -
* Key results :

- ~100 ms end-to-end 10" W%wm 201

|atency 0 50 100 150 200 250 300 0
Frame Index
— Reduce 95% data volume
compared to traditional _

A

BN NN

Z
S
TR R

5 50 75 100
Bandwidth (Mbps)

AN\

0

CAM1

25 . 2
- = » 200 | Server Only (SO)
dl Ital tWIn s nc ~——— Single Edge (SE) 1.8 | —&— Server Only (SO)
[ ] 100f *‘ PolyVerse +— Single Edge (SE)
0 2t 1.6 || —#A— PolyVerse
CAM2
300 141
2001 1
°1°°Wwwm%w 21'5» Ot
8o IS =
= & 2 1}
S i CAM3 9 % = L
=l | 8 1t =08 —— —— o
100 l\ [‘/m AA H- .0 [
CAM4 05F .4
2001 2+
100 1
g A : 0 ] i 0 ; ] !
=0 =ie ) =2 1220 12:00 12:10 12:20 12:30 5 6 7 8 9
Time Time The number of devices
(a) Workload dynamics (b) Latency vs. dynamic workload (c) Latency vs. number of devices
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Outline

* Introduction of Digital Twins

* Problems, Existing Works, and Challenges
— Digital Twin Synchronization

— Digital Twin Interoperability

My PhD Research

* Research Contributions
— PolyVerse: An Edge-based Digital Twin Platform with Physical-to-Virtual Projection

— ChainTwin: Trustworthy Digital Twin Synchronization
— MAP: Efficient and Scalable Blockchain-based Digital Twin Interoperation

 Summary and Future Directions
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Trust Issues in Digital Twin Synchronization

- Digital twin synchronization is vulnerable in adversarial environment
- Existing blockchain-based approaches

Simply upload them on-chain

No verification between the extracted physical objects states before uploading
Only ensure the consistency after on-chain

Limited consistency guarantees ]y S T

Direct Uploading

Semantic - /@/ W 4\_,,?“ _v )
o\ Raw Data Information _ glis = L . @E g

= ' ‘ — — - evices

; : \m 2 nsors 0

\ —_ j/ ‘

Physical Objects Sensors Processing Digital Twins Raw Data _

Server Collection Video

Streams Data

Device failures Malicious Servers i e =2
—_ | D
‘ )| -
Physical Objects n g X ° %% °

Inaccurate Tamperd Semantic
Raw Data Information

False
Digital Twins

Physical World

Suhail S, Hussain R, Jurdak R, et al. Blockchain-based digital twins: Research trends, issues, and future challenges[J]. ACM Computing Surveys (CSUR), 2022, 54(11s): 1-34.
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Solution: ChainTwin &

- Main ldea: Verify physical object states before uploading to blockchain nodes
for consensus

- After verification, the reached consensus in the blockchain network can actually
guarantee the consistency of digital twins

Digital twin generation

(Model Inference)
Video ,
Edge Server |—> Validated
@ stream J ) semantic Info.
1 Rendering

Unvalidated
semantic Info.|= [

Edge Server ]—» )
=]

A

Virtual Platform
Server

Low Latency

DeDTN

Edge Server

e

)
\4
«—

Yinfeng Cao, Jiannong Cao, Baoxia Du, Dongbin Bai, Mingjin Zhang, and Ruidong Li. (2025) "ChainTwin: Blockchain-
based Trustless Digital Twin Generation and Cross-Domain Adoption". IEEE Transactions on Network Science and
Engineering (Major Revision).

Yinfeng Cao, Jiannong Cao, Baoxia Du, and Ruidong Li(2025). "Decentralized Digital Twin Network". IEEE
Communications Magazine.
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Challenges

Challenge 1: High computational costs for verifying DT states from Al models
- Re-produce

- Verifiable machine learning

- LLM-as-a-Judge

Challenge 2: High communication costs for all blockchain nodes to run
verification

- O(N?) complexity for BFT consensus

request | pre-prepare | prepare | commit |  reply
Client

I R =74
N\ L/

Google Cloud

ZKP-friendly
quantized model ZKP Circuit

:@5;‘{‘”‘:

o

|
|
Node 1 I I S == A D_,
ode >
: :\\\\{/ />/<\><\:/ Q?,\\oo TR e ] Al developer
Node 2 I — 1 — : > o S (Expander) &
| | |\|
Node 3 ¥—t } } + Users Original ML model
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Tackle Challenge 1

* Digital twin generation machine

- [Each device are equipped with multiple Al
models

— Overlapped cluster deployment mode
* Cut-and-choose verification strategy
* (Which task needs to verify)

- QGiven a list of completed tasks to be verified,
randomly choose the partial tasks to reproduce
the inference results

- If all the chosen tasks are reproduced, likewise,
we can infer all tasks are correctly executed

- Benefits: Further improves the verification
efficiency by reducing the number of inference
tasks to be verified

HKPolyU

/ Generation Generation \
Method #1 Method #2
Generation Generation Atiributes
Method #3 Method ... lvve: Car
olor: Yellow
Size: Medium

Merkle Tree
Generation

Merkle Proof
Verification

|

IDV & 2D Verification ]

\ Digital Twin Virtual Machine (DTVM) /

[ Blockchain Node ] o

...ﬂ“l\\\\\\\\m P0G Consensus
!

olor: Yellow
Target Physical Object| | \icium

Claimed Completed Inference Tasks

[

Task #1

Inference ] [ Inference

Inference
Task #3

Inference Inference
Task #2 Task #4 Task #5

0x2a517d....= Task #2, #3, #5
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Tackle Challenge 2
VRF Committee Election

(T, k) = VRFsk;.-(Hprcv [l H(e)) |
1

g 1

1

1

R(rr): i mod [V| < [Meommitee|

e Randomized committee selection
* (who run the verification)

X 3
- Randomly selected a qualifiable (i.e., °06 . ®
devices able to observe the physical 000 000
objects) sub-committee from validator pool Validators Committee

to run the verification protocol

a Randomized Committee Selection via VRF

— The consensus result from the majority of

the randomly selected committee indicates L
the task integrity on all the other devices ©  Records on Blockehain
approxi mate|y (> Token Distribution
Completed Task
- Benefits: Balance the efficiency and | (Promet Modellnfo) )y
security ;’
Inf : | \ =
> -
D g ( %‘:;r;‘:' Vote &
Device Committee #1 :\ Verification o Consensus

____________________________

Selected Device Committee #2
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Experiments and Results

- Real-world prototype

- Verification protocols include
- Reproduce
- LLM-as-a-judge

- Metrics and results

- Throughput (6 nodes, 100Mbps, 15 TPS) ’
- End-to-end latency (MED 300ms for reproducing, 1

25000ms for LLM-as-a-judge)

Worker Device Location Device Type Quantity
1 Guangzhou, Panyu NVIDIA RTX 2080 Ti 2
2 Kanazawa, Kakumamachi NVIDIA RTX A4500 1
Hong Kong, Hung Hom NVIDIA RTX 4060 Ti 1
Hong Kong, Hung Hom NVIDIA RTX 3080 Ti 1
3 Hong Kong, Hung Hom Jetson Orin NX (16GB) 3
Hong Kong, Hung Hom Jetson AGX Orin (32GB) 3
Shenzhen, Luohu Apple MacBook Pro (M3 Pro) 1
-4 Hong Kong, Pokfulam NVIDIA Tesla P100 2
5 Hong Kong, Sai Kung NVIDIA RTX 4090 8
Hong Kong, Hung Hom NVIDIA RTX 3090 1
6 Hong Kong, Hung Hom NVIDIA RTX 3090 1
Hong Kong, Hung Hom NVIDIA RTX 3090 1
7 Hong Kong, Sha Tin NVIDIA RTX 3090 4
8 Hong Kong, Sha Tin NVIDIA RTX 3060 1
Hong Kong, Hung Hom NVIDIA RTX 2060 1
Hong Kong, Hung Hom NVIDIA RTX 3090 5
Hong Kong, Hung Hom NVIDIA RTX 3090 Ti 1
Hong Kong, Hung Hom NVIDIA Quadro GV100 2
Hong Kong, Hung Hom NVIDIA Tesla A100 1
Hong Kong, Hung Hom NVIDIA RTX 4090 4

Geo-Distributed Heterogeneous devices

- The first protocol can verify physical objects

Blockchain Throughput vs. Bandwidth (6 Nodes)

30000

25000

Batch Latency (ms)
—_ N
U o
o O
o O
o O

10000

16

14

oughput (TPS)
s ]

Thr

o

1 2 4 8
Batch Size

16 32 64 128

10° 10'
Bandwidth (Mbps)

Performance Results

Distribution of Blockchain Verification Latency
T

=== Median: 345.6ms

=== 90th Percentile: 519.2ms
]

15
10 /

200 250

300 350 400 450 500
Verification Latency (ms)

550 600
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Outline
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* Problems, Existing Works, and Challenges
— Synchronization

— Interoperability

My PhD Research

* Research Contributions
— PolyVerse: An Edge-based Digital Twin Platform with Physical-to-Virtual Projection

— ChainTwin: Trustworthy Digital Twin Synchronization
— MAP: Efficient and Scalable Blockchain-based Digital Twin Interoperation

 Summary and Future Directions
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Digital Twin Interoperability

- Digital twins need to be interoperable to be adopted in different platforms

- Different platforms integrate diverse services

- Operating and sharing among virtual platform, upper applications, etc.

- E.g., metaverse, real-world asset (RWA),

- Traditional methods like standardization and transformation
- Require centralized trust / not scalable for large-scale digital twin networks

humanl

=3
Device1.1 -@
eeeee 1 Object1.2 X Objeciad \

User3.1 L' Device3.1

- Perst!Z.l.l Pers!ll.z
User2.2 - (
' M-Instance
Personal.l. human3
Objectl.1

Real World
Service 3 Asset

Service2
Persona2.2.1

Suhail S, Hussain R, Jurdak R, et al. Blockchain-based digital twins: Research trends, issues, and future challenges[J]. ACM Computing Surveys (CSUR), 2022, 54(11s): 1-34.

HKPolyU

Figure 5: How RWA tokens become legitimate bearer assets

/\

Off-Chain
Formalization

(.

Representation of
Economic Value

Ownership &
Legitimacy of Title

Legal Backing

Information
Bridging

Tokenization

Regulatory
Technology /
Securitization

J

Oracles

Origination of RWAs

Facilitate Demand for
RWAs

Initial Coordination
with Off-Chain
Formalization

Source: Binance Research
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Challenges

- Blockchain-based interoperability solutions are promising
- Tokenize the digital twins as tokens (e.g., NFT) .
- Secure data sharing PR . BB
- High transparency and traceability I R B e

. Challenge 1: Trust issues .,:L I j!

- Some blockchain interoperability protocols are not yiyy

completely decentralized [Pl
- Challenge 2: High costs for running verification

- High on-chain costs (light client-based bridges) or fm« & @ Fasssst ey .Y

_ Off Chaln COStS (Zk based b”dgeS) :\___r‘f?’l.‘[‘_b_"_’c_’ﬁeh_ajq 3S\lak‘g/NFT‘ g%‘%%

- Hard to scale: O(N?) smart contract pairs > VT
X2: Mint NFT ' oubound et Axies l o <2 Mint NFT

Number of connected chains

Required LC/contract Number

Customizer E - 699 ‘4‘ § Customizer
Solutions Binance, Multichain, |EthHTLC[7], |Polkadot, Horizon, zkRelay, 1L L i 'ql?gfc'h'a"r""':'_'_'_:'_:'_'_:'_’_'____&‘!-‘_“_A‘_"_‘_N_F_T_'R*’_'EV_"E‘Y?f
CoinBase[3][9] |Celer[28][10] |Lighting[2] |Cosmos[44][18] LayerZero,[19][48] zkBridge[43] [46 e~y E : Metaverss s Hoblox |
! fObject é () Inbound object ! ! Inbound object obect’. (@) l
Types Notary MPC HTLC BoB LC ZKLC E SAND NFT &@ﬂ Robux Avatars
f X Axies ! ! Avata 3
Security Models | Trusted Semi-Trusted | Trustless Trustless Trustless Trustless e - - 3 i cmramds%, |




Unified Relay Chain &

* MAP: A blockchain-based interoperability protocol for cross-platform digital
twins

- Introduce a public PoS relay chain between source chain(SC) and destination chain (DC)
- Integrate all SCs and DCs’ the cryptographic primitives and algorithms in the VM
- Deploy on-chain light clients of each other chains

Cross-chain Transaction — -
Confirmed on Chain A / \ —»| Hybrid Light Cll.ent
Hybrid Light Client of Chain A of Relay Chain
—>» >
Proof - -
Source Chain A e e > I = e Verification l u a ,
& 5  Verification
e Transactions & Headers > > > > > E@: e
ZK Prover Proofs Destination Chain C
Cross-chain Transaction |_j L estination Lhain
Confirmed on Chain B | e Proofs )€!§3: 0 Ve Transactions
» — e & Headers 8 %
> —> \ Hybrid Light Client of Chain B Q.
Source Chain B ZK Prover

Unified Relay Chain

Unified Relay Chain Architecture of MAP

Yinfeng Cao, Jiannong Cao, Dongbln Bal Long Wen, Yang Liu, and Ruidong Li(2025). "MAP the Blockchain World: A Trustless and Scalable Blockchain Interoperability Protocol for Cross-chain Applications". The ACM Web
Conference 2025 (WWW 2025) Sydney, Australia.
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ZK-based Hybrid Light Client

* Reduce and balance the on-chain cost and off-chain cost to achieve overall
efficiency (i.e., PoS Aggregated Signature Verification on PoS Chain Headers)
- Decouple the most expensive sig. verification workloads
- Hash-related operations are executed on-chain
- Curve operations are moved to off-chain zk prover

Off-Chain zk-Prover

bitmap, {pk, w}? Aggregation Phagg
Key Generation
bh : ; Tagg ’ —
bh = (€, Gagg, Tkt bitmap, {pk, w}?) >[ B S TR J ; >{ Paiing Check
: _ : bh [ : t=(to,t [
Block Header #i ' bh = (e, Taggr Tmkl bitmap, {Pka w}?) Hash-to-Base (to,ta) Base-to-G1 Hy(m)
)[ iaighitenees ] Block Header #i
. — .
Ty M,y Tkl ! M, Tkl 3| Merkle Proof Weight Check
= {tz} 1 Merk'? P!'OOf : ‘ Verification
Verification ! TX = {tz}
Block Content #i vl : —
alidator : - ZK Proof T2k
i . ' Block tent #
Block #i Information Set : ock Content # Verification I8
. : —
! Block #i
On-Chain Light Client ; Validator -
(Implemented by Smart Contracts) ' QeI

On-Chain Light Client
(Implemented by Smart Contracts)
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Performance

- Two prototypes
- Cross-domain digital twin
- RWA (token relay)
- Metrics and results
- Reduced on-chain costs (~35%)
- Reduced off-chain costs (~25%)

- O(N) smart contracts for
connecting N virtual platforms or
chains

Sharing
Digital Twins
Interoperate
Evaluation Metrics Centralized | Committee Chain
Solutions Binance, Multichain, |EthHTLC[7], |Polkadot, Horizon, zkRelay, MAP
CoinBase[3][9] |Celer[28][10] |Lighting[2] |Cosmos[44][18]|LayerZero,[19][48]|zkBridge[43][46]
Types Notary MPC HTLC BoB LC ZKLC ZKLC+Relay|
Security Models | Trusted Semi-Trusted |Trustless Trustless Trustless Trustless Trustless
On-chain Costs (gas) |N/A 0.5 x 10° 1.5 x 10° 0.8 x 10° 1x10° 0.3 x 10° 0.65 x 10°
(35% 1)
Off-chain Costs (gates)|N/A N/A N/A N/A N/A 2 %107 1.57 x 107
(25% 1)
Latency 1s 310s N/A 13s 227s 153s 210s
Complexity O(N) O(N?) O(N?) O(N) O(N?) O(N?) O(N)
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* Study and solve a fundamental problem: DT consistency

- PolyVerse: New end-to-end digital twin system leveraging blockchain and edge Al

- ChainTwin: The first digital twin synchronization protocol that can verify physical objects
against BFT

- MAP: interoperability protocol with significantly improved performance
- Deployed prototypes for different scenarios

Digital Twins

Virtual Platform Layer

Trustworthy and

Insteroperable
Digital Twins

Digital Twin Layer Digital Twin Interoperation
[ Trading

g | [ sharing | | Tracing ]

Digital Twins ' Digital Twin Synchonization
[ Verification ]
i Massive Objects in
1 .o Adversarial Environment
E ensing Data :
@ 99
N CI

-

[Data Collection & Processing][ Communication

Device Layer

(e S ﬁ Optimization
5
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Future Works

- Extremely large-scale digital twin network

(smart city, disaster management, campus)
- Cross-region deployment

R T

B8 Dashboard

Name

L playground

- Decentralized and collaborative modeling and rendering
e ,

Index Worker Name Vendor Temperture (‘C) G Utization VRAM Utization
NVIDIA RTX 6000 Ada Generaton 0 worker-polyuime-a60004  NVIDIA @ [ x|
QS Catalog
a Generaton worker-poly-mc-a6000x¢
B Modes NVIDIA RTX 6000 Ada Generat 1 erpolyuind-a60004  NVIDIA
@ Resources
8 wikes NVIDIA RTX 6000 Ada Generaton 2 workerpolyuimc-a60004  NVIDIA
R users
NVIDIA RTX 6000 Ada Generaton 3 workerpolyuimc-a60004  NVIDIA
NVIDIA GeForce RTX 4090 0 worker-poly-mc-4090x1 NVIDIA 7
NVIDIA GeForce RTX 4090 0 workerpalyu-imcl-4090°2 NVIDIA @
NVIDIA GeForce RTX 4090 1 worker-poly-mc-4090°2 NVIDIA “
NVIDIA GeForce RTX 3090 worker-cuhcarse-3050-01 NVIDIA 0
e NVIDIA GeForce RTX 3090 worker-cuhcarse-3090-01 NVIDIA 0
Language
@ admin NVIDIA GeForce RTX 3090 worker-cuhlcarse-3090-01 NVIDIA 0

* Geo-Decentralized Edge Digital Twin Platform

Zengcheng

Huangpu
Guangzhou

Dongguan

Shunde

Longgang
Longhua District
District

Zhongshan

Bao’an District

Shenzhen

Yantian District

VA [V ET]



Publications Related to Thesis &

Conference papers:

1. Jingwen Liang, Jiannong Cao, Bo Yang, Dongbin Bai, Hongbo Liu, Yinfeng Cao (2025) Decentralized Physical
Infrastructure Networks: Backgrounds, Architectures, Open Issues, and Case Studies. Submitted to IEEE Blockchain
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Jiang, Mingjin Zhang. (2025) “PolyEdge: A Blockchain-Based Decentralized Edge Al Platform". submitted to IEEE
Blockchain 2025.
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Publications Related to Thesis &

Journal papers:
1. Yinfeng Cao, Jiannong Cao, Ruidong Li, “Blockchain Empowered Digital Twin Networks: Motivations, Fundamentals,

Emerging Applications, and Open Challenges”, to be submitted to IEEE Communications Surveys & Tutorials

2. Hongbo Liu, Jiannong Cao, Yinfeng Cao, Dongbin Bai, Jinwen Liang, Ruidong Li. (2025) “EdenDID: An Edge
Computing and Blockchain-based Decentralized Identity System for Web3 Applications and DePIN®. Cluster Computing
(Minor revision).

3. Yinfeng Cao, Jiannong Cao, Baoxia Du, Dongbin Bai, Mingjin Zhang, and Ruidong Li. (2025) "ChainTwin: Blockchain-
based Trustless Digital Twin Generation and Cross-Domain Adoption". IEEE Transactions on Network Science and
Engineering (Major Revision).

4. Yinfeng Cao, Jiannong Cao, Baoxia Du, and Ruidong Li(2025). "Decentralized Digital Twin Network". IEEE
Communications Magazine.
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